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Why the Smart Grid? ) i,

A Better understanding of the grid state
A Accuratesituationalawareness
A Highresolution load data

A Better management of the grid
A Faster and more accurate response
A Highresolution demandnanagement
A Consumer demand management

A More efficient transmission and distribution
A Distributed generation
A Digital modernization
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How are Smart Grid Goals Being mgs.
Achieved?

A Pervasivealigital communication
A Modern technology
A More timely data
A More load data
A Higherresolution

A Improved Situational Awareness
A More sensors
A Different sensors (e.g., phasor measurement)
A Benefits bothusers andproviders

A Highresolution, realtime loadinfo
A Addprocessors, switches, and sensors at the loads

A Automate load response
A Enable load management by both Userd System
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Where and When? )

April 16, 2009

Vice President Biden Outlines Funding for Smart Grid Initiatives
Announces plans for nearly $4 billion in technology deployment, monitoring and viability

The first winners to be announced included Baltimore Gas and Electric and

Duke Energy to Install Smart Florida Power & Light, each getting the $200 million maximum amount to

speed up multi-million smart meter deployments (see A Million Smart Meters
. . - -
Grid Equipment For Miami).

FEBRUARY 21, 2011 Xcel Energy announced that it wants to make Boulder, Colorado, the first
fully integrated Smart Grid City in the US. Not a moment too soon when
you consider how much energy is wasted with the current system.

Duke Energy has announced that installation of Smart Grid
equipment on its electric and gas distribution systems in

Montgomery will begin in late March. The anticipated completion Smart Grid

Resistance: Woman
Arrested For Trying
to Stop Smart Meter .,

timeframe for this work is early May. This first phase involves work

Funded projects are expected to install 1.8 million smart meters over the coming

three years, bringing them to about 13 percent of the nation's homes, Rogers lnSta”atIO[] .

noted Monday. A ik OoH a has !
been documenting the

That's a lot of meters from the likes of Itron, Landis+Gyr, Sensus, Elster and strength of the powerful

General Electric, as well as the host of networking, software and integration microwave pulses from

partners involved in installing, operating and maintaining them in the field. 6smart o met

Francisco, was arrested £}
for civil disobedience &
while trying to prevent
installation of smart
As for managing home energy use, grant-funded projects would deploy one meters in her

million in-home energy displays, 175,000 load management devices and 170,000 neighborhood.

smart thermostats, he said.

UNCLASSIFIED UNLIMITED RELEASE

But grant-winning projects will also deliver 200,000 advanced transformers, 700
automated substation systems and 850 transmission grid sensors to help
manage the delivery of power, Rogers said.




HOW THE SMART GRID DIFFERS FRO
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Old vs. New ) deim

(yellow t cyber security concerns )

20th Century Grid 21st Century Grid

Electromechanical Digital

Proprietary private communication TCP/IP Internet communication
One-way communications (if any) Two-way communications

Built for centralized generation Accommodates distributed generation
Radial topology Network topology

Few sensors Monitors and sensors throughout

ABIl i ndo Self-monitoring; situational awareness
Manual restoration Semi-automated restoration, self-healing
Prone to failures and blackouts Adaptive protection and islanding

Check equipment manually Monitor equipment remotely

Decisions by committee and phone Decision support systems, predictive reliability
Limited control over power flows Pervasive control systems

Limited price information Full price information

Few customer choices Many customer choices
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Smart Metering ) 5

A Deployment of smart meters and AMI systems introduces
more vulnerabllities
A Espionage of meter data to clandestinely characterize loads (NILM)
A Disconnect customers
A Use meters to upload malware
A Billing fraud

v

A §ecurity IS often an afterthought and security solutiorls are
o2YY2yfteée dao2fd 2y¢é¢ AyailuSIR

A Leads to a less secure system with more vulnerability
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CYBER SECURITY IMPLICATIONS OF
SMART GRID
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Smart Grid Cyber Security ) 5,
Implications

Smart Grid Property Security concern

Many new control nodes

: Control network is broadly exposed
Pervasive control system

TCP/IP Internet communication Internet-based exploits are viable
Formerl y Adumbo d Smartdevices can be made to send
communicate false information

Formerly nAdumbo d Maliciouscommands, including

and respond to commands shutdown, can be sent to Smart devices
High connectivityd the control Low-level, low-footprint penetration

net wor k extends 0fcouldhave system-wide effects

Network topology Malware can be distributed peer-to-peer
without access to the hub
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THE CYBER SECURITY MYTH

12

- " " "
UNCLASSIFIED UNLIMITED RELEASE



The Cyber Security Myth ) g

A The myth is that cyber security can be had, but complete
cybersecurity is unachievable
Aaz2al aeausSya KIFIgS aSOdz2Nhae Tl g
A L dh&rdto replace an existing system with a better one
A Eventhe most secure systems are vulnerabldrisiders

A There are many holes, many adversaries, much available
knowledge, and the grid is rather exposed

A Finally, everif the Grid could beecured today which it
Ol yiRdiz2 dzf Ry Q{ tomdsrond S O dzNB
A The threat never sleeps
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A WORD ABOUT THE THREAT
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A word about the threat
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specific software and public info

Main Exploits Research

* SHODAN

EXPOSE ONLINE DEVICES.

WEBCAMS. ROUTERS.
POWER PLANTS. IPHONES. WIND TURBINES.
REFRIGERATORS. VOIP PHONES.

e e

i Wi Shddan, we can find
an AS/400 in seconds that
is vulnerable to being
hacked. 0

TAKE A TOUR

15 July 2011 | 3,688 views

Mantra Security Toolkit 0.6.1 Released —
Browser Based Hacking Framework

Mantra is a collection of free and open source tools integrated into a web
browser, which can become handy for students, penetration testers, web
application developers,security professionals etc. It is portable, ready-to-run,

namnant and fallmwe tha triia enirit Af fraa and Anan cninirra enfthaiara Tha

Cain & Abel
Dsniff

Hping3

John the Ripper
Metasploit Framework
Nessus

Netcat / Cryptcat
PuTTY

Snort

THC Hydra
Wireshark

Stay Updated | Metasploit Biog | Website Feedback

Search (TSNS

[@metasploit”

MAY 18, 2011 4:10 PM PDT

BROWSE EXPLOITS

™ LOOKING FOR by Elinor Mills

+1 0

VULNERABILITIES?

Try free vulnerability scanner
NeXpose Community Edition -
ntegrated with all Metasploit
Editions

The Metasploit® Framework ? ) WHY USE r FREE
is a free, open source METASPLOIT DOWNLOADS
enetration testing solution > Break int IT systems t
P ¢ oeittmoridll e

developed by the open their work publicly.

. o * Verify which vuinerabilities on your
source community & Rapid7.

network pose a real risk

Stanaaione >ecurity Applications

SCADA hack talk canceled after U.S.,
Siemens request

% Share

Two researchers say they canceled a talk at a
security conference today on how to attack critical
infrastructure systems, after U.S. cybersecurity and
Siemens representatives asked them not to discuss

Writing buffer overflow exploits - a tutorial for beginners
by Mixter
http://mixter.void.ru or http://mixter.warrior2k.com

Buffer overflows in user input dependent buffers have become one of the bigge
because such an error can easily be made at programming level, and while invi
many of those errors are easy to exploit. This paper makes an attempt to teact
to be exploitable. - Mix*~~

@ GLEG

Home Products Services Partners About

contact us | support

When security is not an option

“READ MORE

Password Cracking Application for \
Network Auditing Suite

Network Probing Tool

Password Cracking Application
Security Testing Framework
Vulnerability Accessment Tool

The Network "Swiss Army Knife"
Secure Shell Client

Intrusion Detection System
Network Authentication (SSH) Crac
Network Sniffer and Packet Analyze

CADA+ Pack _ Agora Pack

An effort towards 100% public Fresh & unpatched stuff each
SCADA vulns coverage month

Mainstream WEB related software
covered

Modules to defeat the defense,
hack the database

New attack techniques

= Print (¥ E-mail -READ MORE
# 21 comments

- sitemap

TAKEDOWN

The researchers were scheduled to give
their talk at the TakeDown Conference in
Dallas today.
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scadahl

scada hmi

scada hack

scada hmi software
scada homeland security
scada hacking
scada history
scada hardware
scada honeynet
scada hmi jobs
scada how it works

C

Google Search  I'm Feeling Lucky |
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Sandia

Cyber tactics that have been use@E:.

A Viruses A Windows exploits

A Trojans A Denial of service

A Worms A War driving

A Botnets A Spoofing

A Man-in-the-middle A Password cracking

A Unauthorized access A Life-cycleattacks

A Encryption attacks A Social attacks

A Privilege escalation

A Phishing In short, the adversary already

has many tools
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Determiningk sk

threat
vulnerabilities

mitigations

consequences\'= '/
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HOW TO ACHIEVE A CY-BERURE
SMART GRID
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Crerod A

costand risk yielda
resistance to adapt
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2dz OF y QiU @AYy >S o dzibEs
from losing

A Continuoudiligent effort can reduce the risk of malicious
penetration to bearable levels

A The way of cyber security:
AGbSOSNI adZNNBEYRSNE YySOSN IADS dzL
A Runa tight ship
A Activelymitigate known attacks
A Reduce exposure to a minimum
A Stay knowledgeable about threat capabilities
A Work constantly tdind and close¢he holes
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Sandia

A different laundry list 1) .

A Admins are advised tiighten securityas follows:

A Placeall controlsystemassets behind firewalls, separated from the
business network

A Deploysecure remote accesaethods,such as Virtual Private
Networks (VPNsfor remote access

A Remove, disabler renameany default system accounts (where
possible)

A Implementaccount lockout policies to reduceesk from brute forcing
attempts

A Implementpolicies requiring the use of strong passwords

A Monitor the creation ofadministratorlevel accounts by thireparty
vendors
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A word of advice )

Use the applicable standards

A Especially NISTIR 7628
A Guidelines for Smart Grid Cyl®scurity
A A very thorough 3/olume handbook
A It descends from other relevant standards
A Specifically applicable to the Smart Grid

A Especially NIST 8@2

A Guide to Industrial Control Systems Security
A Howto guide for building a cyber security process
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A Highlevel CybeiSecurity ) .
Process

Organize aledicated cyber security group

ReadNISTSP 802 andall three volumes of NISTIR 7628
Characterize the system

Develop a security policy specificttee system
Determinethe cyber security goal state

Perform risk assessment of your system

Develop andmplement a risk mitigatiostrategy designed to achieve
the cyber security goal state specified by policy

8. Monitor, assess, and update continuously
A Discover differences between reality and goal
A Update risk assessment
A Update mitigation strategy

No bk whE
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Physical Security

i
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National
Laboratories

A Cyber security systems are only as secure as the physical

security countermeasures protecting them

A Physical security basics

A Locks with access controls
A Card swipe, biometrics, pin numbers

A Video surveillance
A Motion sensors

A Access logs

A Alert notification

A Perform physical security assessments
A Disable terminal and unused ports on network equipment
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DEALING WITH THE REAL WORLD
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Sandia

Advice for the real world

A Adding to an existing system
A Documentation is crucial
A Training is crucial
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Adding to an existing system ) .

A The task in real life is often &ddthe necessary cyber security
elements required by Smart Grid

A In many cases, an existing operation will already have a securit
policy and operational practice when Smart Grid elements are
added

A In general, the process is the same as before, but special attent
IS needed in two areas:

A The obvious: How do | secure the new Smart Grid elements and
information?

A The notso-obvious: How do new Smart Grid elements and information
change the existing system, and how do | secure the altered system?
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Training Is crucial ) i,

A In the end, cyber securitf 2 S & y Q iin yoNdpalidy Fhdcess,
or documents; it resides yourworkforce

A Auditors assess the ability of the work force to maintain securit
operations and respond correctly under duress
Al dZRAUO2NA Yl & | LIINRZIF OK 2LISNI G2 NA
R2 AT Xé ljdzSadAzya
AadX | ySg SYLX 2& 8 RMRAGER NRKES | 2
AaX | O2yGNBEt AYISWII QS 6ISKEf STU Ay
A Responses need to indicate that operators know:
A Acompany process covers that case
A How to access it
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SPIDERS
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SPIDERS ) o

A SPIDERSSmart Power Infrastructure Demonstration for Energy
Reliability and Security
A Promotes the adoption of microgrid technology for DoD
A SPIDERS is building three microgrids
A Joint Base Pearl Harbtickam
A Fort Carson
A Camp Smith
A Each will have increasing capabilities

A Integrate diesel gensets, wind, solar, hydrogen storage (fuel cell), PEV,
battery storage

A Control systems with increasing complexity

A Automated grid management, supervisory control, protective relaying,
microgrid configuration control
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SPIDERS Cyber Security ) .

A Microgrids may reduce the impacts of cyber attacks
A Distributed generation throughout the grid

A At the same time, microgrids may be an even bigger target
Aal & AYONBIFasS GKS alddl Ol adz2NFI OS
larger smart grid
A More sensitive to disturbances, opportunity to more data, more control
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SPIDERS Cyber Security

A No cyber security standards exist for microgrids

Sandia
National
Laboratories

A Use best practices/requirements (DoD DIACAP, C&A/PIT, STIGs, NIST,
A Analyze the actual system to adapt and augment security requirements

A Cyber security solutions must also be:

A Usable: must be easy to install and maintain cyber security architecture

A Functional: must work well against possible attacks
A Transparent: does not interfere with normal operations (latency)
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Summary ) .

A The Smart Grid and the threat are real

A Cyber securitys an ongoing process

A Follow the handbook (NISTIR 7628)

A A system is the ultimate guide to security requirements
A Riskassessment will tell you what to do next

A Thedevil is in the details, so a dedicated cyber security stafi
key
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