
Sandia National Laboratories is a multi-program laboratory managed and operated by Sandia Corporation, a wholly owned subsidiary of Lockheed 

Martin Corporation, for the U.S. Department of Energyôs National Nuclear Security Administration under contract DE-AC04-94AL85000.  

Photos placed in horizontal position  

with even amount of white space 

 between photos and header 

To replace these boxes 

with images open the 

slide master 

Grid Security ς Physical and Cyber-
Security for a Networked Smart Grid 

Jordan Henry 

UNCLASSIFIED UNLIMITED RELEASE 



Outline 

UNCLASSIFIED UNLIMITED RELEASE 

ÁSmart Grid: Why, How, What, Where, When 

ÁHow the Smart Grid ŘƛŦŦŜǊǎ ŦǊƻƳ ǘƘŜ άƻƭŘέ ƎǊƛŘ 

ÁCyber security implications of the Smart Grid 

ÁThe Cyber Security myth 

ÁThreat 

ÁHow to achieve a cyber-secure Smart Grid 

ÁSPIDERS 
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Why the Smart Grid? 

ÁBetter understanding of the grid state 
ÁAccurate situational awareness 

ÁHigh-resolution load data 

ÁBetter management of the grid 
ÁFaster and more accurate response 

ÁHigh-resolution demand management 

ÁConsumer demand management 

ÁMore efficient transmission and distribution 

ÁDistributed generation 

ÁDigital modernization 

| WHY, HOW, WHAT, WHERE, WHEN 
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ÁPervasive digital communication 
ÁModern technology 

ÁMore timely data 

ÁMore load data 

ÁHigher resolution 

Á Improved Situational Awareness 
ÁMore sensors 

ÁDifferent sensors (e.g., phasor measurement) 

ÁBenefits both users and providers 

ÁHigh-resolution, real-time load info 
ÁAdd processors, switches, and sensors at the loads 

ÁAutomate load response 

ÁEnable load management by both User and System 

| WHY, HOW, WHAT, WHERE, WHEN 
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How are Smart Grid Goals Being  
Achieved? 
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Where and When? 

Smart Grid 

Resistance: Woman 

Arrested For Trying 

to Stop Smart Meter 

Installation   
Amy OôHair, who has 

been documenting the 

strength of the powerful 

microwave pulses from 

ósmartô meters in San 

Francisco, was arrested 

for civil disobedience 

while trying to prevent 

installation of smart 

meters in her 

neighborhood.  

| WHY, HOW, WHAT, WHERE, WHEN 
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HOW THE SMART GRID DIFFERS FROM 
¢I9 άh[5έ DwL5 
 

| THE OLD VS THE NEW 
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Old vs. New 

20th Century Grid 21st Century Grid 

Electromechanical  Digital 

Proprietary private communication TCP/IP Internet communication 

One-way communications (if any) Two-way communications 

Built for centralized generation Accommodates distributed generation 

Radial topology  Network topology 

Few sensors Monitors and sensors throughout 

ñBlindò Self-monitoring; situational awareness 

Manual restoration Semi-automated restoration, self-healing 

Prone to failures and blackouts Adaptive protection and islanding 

Check equipment manually Monitor equipment remotely 

Decisions by committee and phone Decision support systems, predictive reliability 

Limited control over power flows  Pervasive control systems 

Limited price information Full price information 

Few customer choices Many customer choices 

 ( yellow  ᵼ cyber security concerns ) 

| THE OLD VS THE NEW 
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bL{¢Ωǎ ǾƛŜǿ ƻŦ {ƳŀǊǘ DǊƛŘ ŎƻƳƳǳƴƛŎŀǘƛƻƴ NISTIR 7628 Guidelines for Smart  Grid Cyber Security v1.0 ï Aug 2010 

Figure 2-3 Logical Reference Model
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| ACHIEVING A CYBER-SECURE SMART GRID 
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ÁDeployment of smart meters and AMI systems introduces 
more vulnerabilities 
ÁEspionage of meter data to clandestinely characterize loads (NILM) 

ÁDisconnect customers 

ÁUse meters to upload malware 

ÁBilling fraud 

 

ÁSecurity is often an afterthought and security solutions are 
ŎƻƳƳƻƴƭȅ άōƻƭǘ ƻƴέ ƛƴǎǘŜŀŘ ƻŦ ōǳƛƭǘ ƛƴ 
ÁLeads to a less secure system with more vulnerability 

| WHY, HOW, WHAT, WHERE, WHEN 
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Smart Metering 
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CYBER SECURITY IMPLICATIONS OF THE 
SMART GRID 
 

| CYBER SECURITY IMPLICATIONS 
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Smart Grid Cyber Security  
Implications 

Smart Grid Property Security concern 

Many new control nodes 
Control network is broadly exposed 

Pervasive control system 

TCP/IP Internet communication  Internet-based exploits are viable 

Formerly ñdumbò devices now 

communicate 

Smart devices can be made to send 

false information 

Formerly ñdumbò devices now act 

and respond to commands 

Malicious commands, including 

shutdown, can be sent to Smart devices 

High connectivityðthe control 

network extends ñinto your houseò 

Low-level, low-footprint penetration 

could have system-wide effects 

Network topology Malware can be distributed peer-to-peer 

without access to the hub 

| CYBER SECURITY IMPLICATIONS 
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THE CYBER SECURITY MYTH 

| THE CYBER SECURITY MYTH 
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The Cyber Security Myth 

ÁThe myth is that cyber security can be had, but complete 
cyber security is unachievable 
Áaƻǎǘ ǎȅǎǘŜƳǎ ƘŀǾŜ ǎŜŎǳǊƛǘȅ Ŧƭŀǿǎ ǘƘŀǘ ŎŀƴΩǘ ōŜ ŦƛȄŜŘ 

ÁLǘΩǎ hard to replace an existing system with a better one 

ÁEven the most secure systems are vulnerable to insiders 

ÁThere are many holes, many adversaries, much available 
knowledge, and the grid is rather exposed 

ÁFinally, even if the Grid could be secured todayτwhich it 
ŎŀƴΩǘτit ǿƻǳƭŘƴΩǘ ōŜ ǎŜŎǳǊŜ tomorrow 

ÁThe threat never sleeps 

| THE CYBER SECURITY MYTH 
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A WORD ABOUT THE THREAT 

| THE CYBER SECURITY MYTH 
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A word about the threat 
LǘΩǎ ƛƴŎǊŜŀǎƛƴƎƭȅ ǎƛƳǇƭŜ ǘƻ Ƴƻǳƴǘ ŀ ŎȅōŜǊ ŀǘǘŀŎƪ ǳǎƛƴƎ {/!5!-
specific software and public info 

 

ñWith Shodan, we can find 

an AS/400 in seconds that 

is vulnerable to being 

hacked.ò 

| THE CYBER SECURITY MYTH 
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Cyber tactics that have been used 

ÁViruses 

ÁTrojans 

ÁWorms 

ÁBotnets 

ÁMan-in-the-middle 

ÁUnauthorized access 

ÁEncryption attacks 

ÁPrivilege escalation 

ÁPhishing 

ÁWindows exploits 

ÁDenial of service 

ÁWar driving 

ÁSpoofing 

ÁPassword cracking 

ÁLife-cycle attacks 

ÁSocial attacks 

 

 In short, the adversary already 

has many tools 

| THE CYBER SECURITY MYTH 
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threat  

vulnerabilities  

mitigations  

consequences 

Determining Risk 
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HOW TO ACHIEVE A CYBER-SECURE 
SMART GRID 
 

| ACHIEVING A CYBER-SECURE SMART GRID 
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cost and risk yield a  

resistance to adapt  
UNCLASSIFIED UNLIMITED RELEASE 
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¸ƻǳ ŎŀƴΩǘ ǿƛƴΣ ōǳǘ ȅƻǳ Ŏŀƴ ƪŜŜǇ  
from losing 

ÁContinuous diligent effort can reduce the risk of malicious 
penetration to bearable levels 

ÁThe way of cyber security: 
ÁάbŜǾŜǊ ǎǳǊǊŜƴŘŜǊΣ ƴŜǾŜǊ ƎƛǾŜ ǳǇέ 

ÁRun a tight ship 

ÁActively mitigate known attacks 

ÁReduce exposure to a minimum 

ÁStay knowledgeable about threat capabilities 

ÁWork constantly to find and close the holes 

| ACHIEVING A CYBER-SECURE SMART GRID 
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A different laundry list 

ÁAdmins are advised to tighten security as follows: 
ÁPlace all control system assets behind firewalls, separated from the 

business network 

ÁDeploy secure remote access methods, such as Virtual Private 
Networks (VPNs), for remote access 

ÁRemove, disable, or rename any default system accounts (where 
possible) 

Á Implement account lockout policies to reduce risk from brute forcing 
attempts 

Á Implement policies requiring the use of strong passwords 

ÁMonitor the creation of administrator-level accounts by third-party 
vendors 

| ACHIEVING A CYBER-SECURE SMART GRID 
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A word of advice 

ÁEspecially NISTIR 7628 
ÁGuidelines for Smart Grid Cyber Security 

ÁA very thorough 3-volume handbook 

Á It descends from other relevant standards 

ÁSpecifically applicable to the Smart Grid 

ÁEspecially NIST 800-82 
ÁGuide to Industrial Control Systems Security 

ÁHow-to guide for building a cyber security process 

 

Use the applicable standards 

| ACHIEVING A CYBER-SECURE SMART GRID 
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A High-level Cyber-Security  
Process 

1. Organize a dedicated cyber security group 

2. Read NIST SP 800-82 and all three volumes of NISTIR 7628 

3. Characterize the system 

4. Develop a security policy specific to the system 

5. Determine the cyber security goal state 

6. Perform risk assessment of your system 

7. Develop and implement a risk mitigation strategy designed to achieve 
the cyber security goal state specified by policy 

8. Monitor, assess, and update continuously 

ÁDiscover differences between reality and goal 

ÁUpdate risk assessment 

ÁUpdate mitigation strategy 

UNCLASSIFIED UNLIMITED RELEASE 
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Physical Security 

ÁCyber security systems are only as secure as the physical 
security countermeasures protecting them 

ÁPhysical security basics 
ÁLocks with access controls 

ÁCard swipe, biometrics, pin numbers 

ÁVideo surveillance 

ÁMotion sensors 

ÁAccess logs 

ÁAlert notification 

ÁPerform physical security assessments 

ÁDisable terminal and unused ports on network equipment 

 

| ACHIEVING A CYBER-SECURE SMART GRID 
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DEALING WITH THE REAL WORLD 
 

| REAL LIFE ADVICE 
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Advice for the real world 

ÁAdding to an existing system 

ÁDocumentation is crucial 

ÁTraining is crucial 

 

| REAL LIFE ADVICE 
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Adding to an existing system 

ÁThe task in real life is often to add the necessary cyber security 
elements required by Smart Grid 

Á In many cases, an existing operation will already have a security 
policy and operational practice when Smart Grid elements are 
added 

Á In general, the process is the same as before, but special attention 
is needed in two areas: 
ÁThe obvious: How do I secure the new Smart Grid elements and 

information? 

ÁThe not-so-obvious: How do new Smart Grid elements and information 
change the existing system, and how do I secure the altered system? 

| REAL LIFE ADVICE 
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Training is crucial 

Á In the end, cyber security ŘƻŜǎƴΩǘ ǊŜǎƛŘŜ in your policy, process, 
or documents; it resides in your workforce 

ÁAuditors assess the ability of the work force to maintain security 
operations and respond correctly under duress 
Á!ǳŘƛǘƻǊǎ Ƴŀȅ ŀǇǇǊƻŀŎƘ ƻǇŜǊŀǘƻǊǎ ŘƛǊŜŎǘƭȅ ŀƴŘ ŀǎƪ ǘƘŜƳ ά²Ƙŀǘ ǿƻǳƭŘ ȅƻǳ 
Řƻ ƛŦ Χέ ǉǳŜǎǘƛƻƴǎ 

ÁάΧ ŀ ƴŜǿ ŜƳǇƭƻȅŜŜ ŘƛŘƴΩǘ ƘŀǾŜ ŀ ƭƻƎ-ƛƴ ǇŀǎǎǿƻǊŘΚέ 

ÁάΧ ŀ ŎƻƴǘǊƻƭ ƛƴǘŜǊŦŀŎŜ ǿŀǎ ƭŜŦǘ ƛƴ ŀ ƭƻƎƎŜŘ-ƛƴ ǎǘŀǘŜΚέ 

ÁResponses need to indicate that operators know: 

ÁA company process covers that case  

ÁHow to access it 

| REAL LIFE ADVICE 
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SPIDERS 
 

| REAL LIFE ADVICE 
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SPIDERS 

ÁSPIDERS ς Smart Power Infrastructure Demonstration for Energy 
Reliability and Security 
ÁPromotes the adoption of microgrid technology for DoD 

ÁSPIDERS is building three microgrids 
ÁJoint Base Pearl Harbor-Hickam 

ÁFort Carson 

ÁCamp Smith 

ÁEach will have increasing capabilities 
Á Integrate diesel gensets, wind, solar, hydrogen storage (fuel cell), PEV, 

battery storage 

ÁControl systems with increasing complexity 
ÁAutomated grid management, supervisory control, protective relaying, 

microgrid configuration control 

 
 

| REAL LIFE ADVICE 
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SPIDERS Cyber Security 
| REAL LIFE ADVICE 
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ÁMicrogrids may reduce the impacts of cyber attacks 
ÁDistributed generation throughout the grid 

 

ÁAt the same time, microgrids may be an even bigger target 
Áaŀȅ ƛƴŎǊŜŀǎŜ ǘƘŜ άŀǘǘŀŎƪ ǎǳǊŦŀŎŜέ ōȅ ƻŦŦŜǊƛƴƎ ƳƻǊŜ Ǉƻƛƴǘǎ ƻŦ ŀŎŎŜǎǎ ǘƻ ǘƘŜ 

larger smart grid 

ÁMore sensitive to disturbances, opportunity to more data, more control 

 

 

 
 



SPIDERS Cyber Security 
| REAL LIFE ADVICE 
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ÁNo cyber security standards exist for microgrids 
ÁUse best practices/requirements (DoD DIACAP, C&A/PIT, STIGs, NIST, etc) 

ÁAnalyze the actual system to adapt and augment security requirements 

 

ÁCyber security solutions must also be: 
ÁUsable: must be easy to install and maintain cyber security architecture 

ÁFunctional: must work well against possible attacks 

ÁTransparent: does not interfere with normal operations (latency) 

 

 
 



| SUMMARY 
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ÁThe Smart Grid and the threat are real 

ÁCyber security is an ongoing process 

ÁFollow the handbook (NISTIR 7628) 

ÁA system is the ultimate guide to security requirements 

ÁRisk assessment will tell you what to do next 

ÁThe devil is in the details, so a dedicated cyber security staff is 
key 

 

Summary 
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